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Chapter 1

Conce ts.

1.1 Managing networks.

A manageable network consists of one or more network management systems and a collection of

network elements. Every management system executes a set of network management opera-

tions that monitor and supervise each network element. The implementation of all the network

management operations is termed manager. Every network element can be fully managed

if it contains an agent system that is responsible for performing the network management

operations requested by the manager.

SNMP Traps

SNMP Replies

SNMP Requests

AGENTMANGER

The communication between management system and

agents is carried out using the rules set out by Sim-

ple Network Management Protocol, or SNMP.

SNMP allows a manager to retrieve (get) speci�c in-

formation from the agent. This is done by sending re-

quests to the agent, that will reply with the requested

data. Using a network management system an opera-

tor can alter (set) the management information con-

tained in an agent.

An agent can send information to the manager with-

out and explicit request; this operation is called trap.

Traps alert the manager of changes in the agent, such

as a reboot or a link down. Every agent knows to

which manager it must send it's traps; this informa-

tion is usually set during installation.

Not all information in an agent is accessible by every manager. SNMP de�nes a password

that allows the manager to access the data of an agent; this password is called a community

name and must be speci�ed with each information request.

All the information on an agent is conceptually called theManagement Information Base

or MIB. The MIB is not a physically distinct database as a payroll, but rather it is a concept

that encompasses all the con�guration and status data of a speci�c agent. All MIB values must
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conform to an Internet-standard Structure Of Management Information (SMI) de�ned in

RFC-1155 and compose a virtual data store on the agent.

NetEye uses polling through ICMP requests and SNMP requests to the agents to discover

the network's topology and monitor it's changes. Changes are generally called events and can be

SNMP traps from agents, status changes, topology changes, exceeded thresholds, con�guration

changes and network errors.

1.2 Processes.

This section describes all the processes that are key to the operation of NetEye. Included are

brief explanations of the interactions and relationships among these processes.

All the components of NetEye are started using the script neteye. Most of the processes are

daemons that work in background and must always be present for NetEye to work.

controlp It is the Control Panel and provides the graphical user interface. It

interfaces with the other processes associated with network management oper-

ations.

snmpplot It is used to continously monitor one or more parameters of the agents

on the network and to plot the values graphically. This process is also used for

threshold monitoring in combination with the Trouble Ticketing System.

snmptrapd It is a background process that listens for SNMP traps from the agents

on the networks.

netpoll Is the background process that polls all SNMP agents. It is responsible of

discovering your network topology and then detect con�guration, status and

topology changes.

snmpquery Is the background process that interacts with the Control Panel to

get and set SNMP variables in an agent.

applserver It is used to handle the outgoing fax and email queues, the address book

used for sending emails and faxes and several other con�gurable parameters.

There are three more processes that are generally invoked from the Control Panel:

tt The graphical user interface to the Trouble Ticketing System.

xevent The tool used to handle and �lter SNMP traps.
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The interactions and relationships among these processes are shown in �gure 1.2.

snmptrapd snmpquery netpoll

monitorcontrolpxevents

traptt

SNMP packets

ICMP packets

SNMP Traps SNMP get/set

SNMP get/set

ICMP echo 

SNMP get

EventsTraps

Thresholds

Replies
Requests

Object
Information

Queries

Results Results

Queries

Actions

applserver

Locate

Neteye Traps

RDBMS

Send Fax
or mail

Popup
dialog

Log

Save
Values

Figure 1.2: Manager processes

1.3 indow components.

Throughout this manual a speci�c terminology will be used to indicate window components;

they are shown in �gure 1.3 and are

Menu bar an area, placed at the top of a window, containing a set of buttons that

invoke menus.

Pull Down Menu a menu activated by a button in a menu bar.

Cascade Menu a menu activated by another menu.

NetEye assumes a three button mouse and gives the following names to mouse buttons.

Button
Name Description

1
Select Used for selection

2
Custom Context speci�c

3
Menu Used to display pop up menus
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Menu bar Pull down menu Cascade menu

Figure 1.3: Window components

MenuSelect

Custom

Activation of window components is done

with the mouse, by pressing the Select but-

ton, or with the keyboard. In this case

you must use the keyboard accelerators

by pressing the Alt key and the underlined

mnemonic letter associated with each but-

ton.
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Chapter 2

nst ll tion.

Below is a summary of the tasks required to install NetEye and the following sections will tell

how to perform these tasks:

� choose a directory where you will load the software and extract it from the distribution

media.

� setup your RDBMS system so that NetEye can access it.

� set some environment variables for all those users that will use NetEye

If you want to customize the graphical user interface refer to chapter Application defaults. All

installation steps must be performed as root.

2.1 Hardware requirements.

In order to sucessfully run NetEye you need this minumum hardware:

� 80386 CPU running to least at 40 Mhz.

� 8M bytes RAM.

� Super VGA video board with matching X server.

� A three button mouse or a mouse capable of emulating three buttons.

� Ethernet card, PPP or slip interface to the outside world.

If you have a two button mouse you must con�gure your X server so that it will handle the three

button emulation. This is usually done by adding the keyword Emulate3Buttons in Xconfig

�le.

If your video board is not capable of handling at least 256 colors you will not be

able to run NetEye. For more information refer to the Troubleshooting section.
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2.2 Loading the software.

If you purchased NetEye for Linux you will receive two sets of 
oppies; the one labeled NetEye

contains the network management software, while the one labeled University Ingres contains

the relational databases used byNetEye. The NetEye distribution for all other operating systems

only contains NetEye and expects to �nd the RDBMS already installed and con�gured on your

machine.

Before starting the installation be sure to create the network and database administrators'

accounts. We recommend you to create a neteye user for network administration and a ingres

user for database administration.

To start the installation, log in as root then position yourself in the directory where you

want to install NetEye and extract the software from the distibution media (disks labeled Net-

Eye) using the command tar xvMf /dev/fd0. The capitol M is very important because the

distribution is on a multivolume archive; you will be prompted when a new 
oppy disk must be

inserted. When you have terminated the extraction of the �les from the 
oppies change to di-

rectory bin and run install.neteye. This script will ask you some questions and con�gure the

environment of the network administrator (.profile) and some global �les (/etc/services).

The script will also test to see if you already have University Ingres installed; if you don't, you

will have the opportunity to do it now without terminating the NetEye installation script. If all

goes well, when the script terminates NetEye will be ready to start supervising your network.

2.3 equired environment varia les.

In order to run, NetEye requires you to set these environment variable; depending on the shell

you use you will have to edit your .profile or .login.

NETEYEDIR the top directory where you loaded NetEye and HOME directory of

user neteye.

PATH include in your PATH $NETEYEDIR/bin, $NETEYEDIR/install and all the

other paths required to access your RDBMS. If you are using University Ingres

include $INGRES/bin.

MIBDIR is the directory containing the MIB �les and it must be set to $NETEYEDIR/mib

or whatever directory you use to store your MIBs.

MIBFILES tells NetEye which MIBs you want to load automatically at startup

time. This variable is a set of �le names separated by a column; you must

include mib.txt �le that contains the basic MIB-2 de�nition. As an example

consider MIBFILES=mib.txt:cisco: that loads the basic MIB-2 and Cisco

enterprise.private MIB.

XAPPLRESDIR speci�es where application defaults are located. If you didn't

copy them in /usr/lib/X11/app-defaults this variable should be set to

$NETEYEDIR/app-defaults.

Failing to set the previously listed environment variables will not permit NetEye to startup

correctly.
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Depending on the type of RDBMS you are using you must set di�erent environment variable;

please refer to the RDBMS documentation. As an example here are the settings for some

common RDBMS currently supported by NetEye:

Ingres

II_SYSTEM = /usr

TERM_INGRES = $TERM

PATH = $II_SYSTEM/ingres/bin:$II_SYSTEM/ingres/utility:$PATH

II_DATE_FORMAT = MULTINATIONAL

Informix n-line

INFORMIXDIR = /usr/informix

SQLEXEC = $INFORMIXDIR/lib/sqlturbo

DBDATE = DMY4/

DBMONEY = '$,'

DBEDIT = vi

PATH = $INFORMIXDIR/bin:$PATH

Informix S

INFORMIXDIR = /usr/informix

SQLEXEC = $INFORMIXDIR/lib/sqlexec

DBDATE = DMY4/

DBMONEY = '$,'

DBEDIT = vi

PATH = $INFORMIXDIR/bin:$PATH

ostgres

PGDATA = the data directory

2. ptional environment varia les.

NetEye may be tuned with the following set of optional environment variable:

REPORTCMD The command to use for printing trouble tickets. The default

value is set to lp.

MAILCMD The command to use when sending noti�cation by email. If not set,

the default value is mail u < f.

FAXCMD The command to use when sending noti�cation by fax. The default

value for this variable is fax send -l n h f.

FAXHDR The name of a �le to be used as a header page when sending noti�cations

by fax.
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AFMPATH is the directory where the PostScript fonts used for printing are stored.

If this variable is not set NetEye will search in $NETEYEDIR/libs/afm.

POLLTIME used by the Autodiscovery and olling facility; it controls the the

number of seconds between two consecutive polls of a network object. The

default value is set to 240 seconds.

NETTIME a numeric value that represents the mean time of network exploration.

Higher the value assigned to NETTIME slower will work the Autodiscovery facility.

The default value is set to 2; change the value if you want NetEye to use up

less network bandwith.

DELAYPOLL the delay, in seconds, used by the Control Panel before sending

requests to the Autodiscovery facility. The default value is one second. The

parameter avoids a surge of request when NetEye is starting up.

MAXSNMPSOC ET the maximum number of concurrently open sockets; the

default value is 10. This parameter is used to adapt NetEye to the current

con�guration of your kernel (maximum number of open descriptors); lowering

the value slows NetEye's operation.

As you have seen, both FAXCMD and MAILCMD can be formatted using a syntax similar

to the one used for printf. Each conversion speci�cation is introduced by a followed by a

single character with these associated meanings:

n a telephone number that will be extracted from the internal address book.

h the name of a �le to use as a header in faxes. It is generally extracted from

FAXHDR environment variable.

f the body of the message.

u the email address of the destination.

2. M nstallation.

If you are using NetEye with Informix or Ingres please refer to the product's installation manual.

Some products like Ingres require you to enable a user to create a database (accessdb command).

To create the database run the script called installdb.your name. This is done by default

when isntalling NetEye.

2. . si e e i i ersi res.

If you are using the Linux or Net S version of NetEye you will have to install University

Ingres. This requires you to complete the following steps:

1. create user ingres and it's home directory. This is typically done with useradd.

2. load the software in the directory you just created.
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3. enable all NetEye users to access the RDBMS. It is usefull to enable root as a user.

Edit $INGRES/files/users by adding one line for each user. This �le contains the user

information in �elds seperated by colons. The �elds are as follows:

� User name, taken directly from etc passwd �le.

� User code, assigned by the INGRES super-user. It must be a unique two character

code.

� UNIX user id. This MUST match the entry in the etc passwd �le.

� UNIX group id. Same comment applies.

� Status word in octal. Bit values are:

0000001 creatdb permission

0000002 permits batch update override

0000004 permits update of system catalogs

0000020 can use trace 
ags

0000040 can turn o� qrymod

0000100 can use arbitrary proctabs

0000200 can use the =proctab form

0100000 ingres superuser

� A list of 
ags automatically set for this user.

� The process table to use for this user.

� An initialization �le to be read by the monitor at login time.

� Unassigned.

� Comma seperated list of databases. If this list is null, the user may enter any database.

If it begins with a `-', the user may enter any database except the named databases.

Otherwise, the user may only enter the named databases.

4. initialize database neteye by running installdb script. This can be done as root or any

other user you de�ned in /usr/ingres/files/users.

2. rou leshooting.

roblem: NetEye does not start and the message Cannot open soc et in raw mode is printed.

Solution: verify that netpoll is suid to root; this is needed because netpoll uses SOC RA

mode to open sockets.

roblem: NetEye does not start and the message Cannot bind trap soc et is printed.

Solution: verify that snmptrapd is suid to root; this is needed because snmptrapd binds a

priviledged port.

roblem: NetEye does not start and the message SYSERR: cannot exec INGRES in IIingres

is printed.
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Solution: your PATH doesn't include the directory that contains University Ingres executables.

Correct your .profile.

roblem: NetEye terminates and message You are not a valid INGRES user. is printed.

Solution: The uid/gid de�ned in /etc/passwd don't match those speci�ed in $INGRES/files/users.

Refer to section Using NetEye ith University Ingres.

roblem: NetEye does not start and the message Cannot read main Mib file is printed.

Solution: verify that environment variables MIBDIR and MIBFILES are correctly set.

roblem: The graphical user interface appears garbled.

Solution: verify that environment variable XAPPLRESDIR is set to the directory containing ap-

plication defaults �les. It is usually set to $NETEYEDIR/app-defaults.

roblem: During startup you get a sequence of warnings such as Cannot allocate colormap

entry for "MediumSeaGreen" or XpmCreatePixmapFromData failed and the user interface

has strange colors.

Solution: our video board is not capable of handling more than 16 colors. The best way to

handle this problem is to use a SVGA video board, you will also get a much better resolution.

If you still want to use the VGA16 Xserver try changing the colors de�ned in the application

defaults �les. It is usually set to $NETEYEDIR/app-defaults.

roblem: NetEye terminates and message License has expired is printed.

Solution: ou probably have a demo version of NetEye and the trial period has �nished. Please

contact us if you still want to use NetEye. If you have a regular license probably the license �le

has been corrupted or edited. If you saved a backup copy of the �le install it in place of the

damaged one. If you don't have a backup extract it from the distribution media with command

tar xvMf /dev/fd0 etc/neteye.lic.

2. ranscript of sample installation.

Here is the transcript of a sample installation using Linux-1.1. .

felix:~ cd ~neteye

felix:/home/neteye tar Mxf /dev/fd0

Prepare volume 2 for /dev/fd0 and hit return:

felix:/home/neteye cd bin

felix:/home/neteye/bin install.neteye

Installation

This installation shell script will examine your system and as you questions

to determine how Net Eye should be installed. Many of the questions will have

default answers in square brac ets--typing carriage return will give you the

default.
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Type carriage return to continue

Chec ing Data Base installation

You must load the ingres software

Do you want load ingres software now y/n y

Do you want to use drive A,B or Other A/B/O A a

Insert floppy "Linux Ingres" in drive.

Type carriage return to continue

ait ......

Create Ingres files in directory /home/ingres

Please type y to continue or n to abort this operation. y/n y

Continue load operation. ait ...

ait ... Uncompress Ingres files...

done

Ingres software is loaded

- NetEye user name is neteye neteye

- The home directory of neteye is /home/neteye y/n Y y

Uncompress files in /home/neteye/bin

ait ... done

- The Postscript font metrics files is in /home/neteye/libs/afm y/n Y y

Install Postscript font metrics files. ait ..

- Enter the desired print command : lp lpr -Plaser

- Enter the desired fax command

in the fax command you can specify with n the position of the

fax number, with h the file to use as a header of the fax and

with f the body of the message : fax send -l n h f

- Enter the desired mail command

in the mail command you can specify with u the position of the

mail address and with f the body of the message : mail u < f

INGRES=/home/ingres

PATH=$INGRES/bin:$PATH

export PATH INGRES

NETEYEDIR=/home/neteye
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export NETEYEDIR

MIBDIR=$NETEYEDIR/mib

MIBFILES=mib.txt:

XAPPLRESDIR=$NETEYEDIR/app-defaults

PATH=$NETEYEDIR/bin:$PATH

AFMPATH=/home/neteye/libs/afm

export MIBDIR MIBFILES XAPPLRESDIR PATH AFMPATH

POLLTIME=240

NETTIME=2

DELAYPOLL=1

MAXSNMPSOC ET=10

export POLLTIME NETTIME DELAYPOLL XSNMPSOC ET

REPORTCMD=lpr -Plaser

MAILCMD=mail u < f

FAXCMD=fax send -l n h f

export REPORTCMD MAILCMD FAXCMD

- Append these lines in /home/neteye/.profile y/n N y

- NetEye services begin from 000

Type carriage return to continue else type new value

NetEye used services

neteye 001/udp

netpoll 002/udp

snmpmonitor 00 /udp

xevents 004/udp

controlp 00 /udp

cmdsnmp 00 /udp

configure 00 /udp

- Append these lines in /etc/services y/n N y

Create Ingres User neteye

Net-Eye Data Base not found

Do you want install Data Base y/n y

creating database neteye -- please wait

loading relations

1 tuple

database neteye created

Bye

felix:/home/neteye/bin su - neteye

felix:~$ export DISPLAY=s iddo:0.0
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felix:~$ env

NETEYEDIR=/home/neteye

HOSTNAME=felix.softstar.it

LOGNAME=neteye

MIBFILES=mib.txt:

INGRES=/home/ingres

TERM=xterm

HOSTTYPE=i

PATH=/home/neteye/bin:/home/ingres/bin::/usr/ucb:/bin:/usr/bin:/usr/etc:/usr/bin/X11:/usr/TeX/bin:/usr/openwin/bin:/usr/games:.:/home/stx

HOME=/home/neteye

SHELL=/bin/bash

PS1= h: w $

PS2=

USER=neteye

MANPATH=/usr/man:/usr/man/preformat:/usr/X11/man:/usr/openwin/man

LESS=-MM

XAPPLRESDIR=/home/neteye/app-defaults

REPORTCMD=lpr -Plaser

FAXCMD=fax send -l n h f

MAILCMD=mail u < f

MIBDIR=/home/neteye/mib

POLLTIME=240

DISPLAY=s iddo:0.0

AFMPATH=/home/neteye/libs/afm

OPEN INHOME=/usr/openwin

NETTIME=2

DELAYPOLL=1

BASH=/bin/bash

_=/usr/bin/env

felix:~$ neteye
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Chapter

t tin et e n sin net o

s.

To start NetEye just enter neteye at the Unix command prompt. After a few seconds, the

Control Panel, the New Node Clipboard and the Main Map will appear. If it is the

�rst time you run NetEye the ain ap will be empty; the next sections will tell you how to

populate it. If it is not the �rst time you run NetEye, the screen will be populated with the

same set of network maps that were visible during your last session; each map will contain a

color coded iconic representation of your network.

When you start NetEye the Autodiscovery feature will begin exploring your network and

log in the Ne Node Clipboard all the objects it locates that are not yet supervised by NetEye.

All objects that are capable of handling SNMP or ICMP are recorded and presented in the Ne

Node Clipboard using their o cial name as returned by the name server of your network. At

this point it is certainly usefull to check the correct con�guration of your name server or the

de�nition of the server (usually in �le /etc/resolv.conf) if the host you are installing NetEye

on only acts as a DNS client.

Please note that all the functionalities described in this section that refer to the File and

Edit buttons in the Control Panel's menu bar are duplicated for your convineince in the menu

bar of each Network Map.

3.1 reating etwork Maps.

When you start NetEye for the �rst time you will see the Clipboard being populated very quickly

with the names of all the network objects the Autodiscovery detects, but the ain ap will re-

main empty. This feature enables you to create a hierarchical view of your network by selectively

placing objects on the maps. To create a map you must follow these steps:

1. click with the Select mouse button on one or more objects in the Clipboard; as you select

them they turn red. To deselect an object just click again on it.

2. place the selected objects in the map by moving the mouse to the desired map and by

clicking the Select button. All objects will be moved from the Clipboard to the map.
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As objects are moved from the Clipboard to the map, they will be automatically connected if

they are part of the same network. Objects with multiple interfaces will appear as connected to

two or more networks.

Every time you move an object from the Clipboard to a map or manually add an object it

will be recorded in the underlying database. This enables NetEye to permanently manage that

object.

. . r i e s.

To create a hierarchical view of your network we must introduce the concept of

Physical Network Ob ect a device physically present on your network, that has

an associated IP address and is capable of handling ICMP protocol and option-

ally SNMP.

Logical Network Ob ect is composed of one or more physical network objects and

can have more than one associated IP address. There is no physical equivalent

of a logical network object on the network. Logical network objects are an

artifact to help organize physical objects on maps. There is no limit to the

nesting of logical network objects.

In the rest of this manual we will refer to logical network objects as Groups. By using groups

you can create maps with various levels of details, such as the corporate network, the marketing

network, the R D network, o ce AC345 network. Because groups can be nested, you can easily

drill down from the global network map to the speci�c physical network object.

Figure 3.1 Create a Group dialog
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To create a roup refer to the Control anel and execute these steps:

1. select Edit from the menu bar.

2. select Groups and a cascade menu will appear; select Group.

3. a dialog box, as shown in �gure 3.1. appears prompting you with then name of the new

logical object. Enter the name you what to assign to the Group you are creating.

4. optionally you can associate a background to the Group by clicking on the Background

button. It will be used when you will explode the Group.

5. to change the icon of the Group click on it's current icon; you will be shown all the available

icons. Pick the one you prefer by clicking the Select mouse button on it. Figure 3.2 shows

the icon selection dialog.

6. when you are satis�ed with your data press the O button.

At this point you are done inserting the data of the new Group; move the mouse to the map

where you want to create it. By holding down the Select mouse button select an area of the

map. When you release the mouse button all the objects contained in the selected area will be

automatically removed from the map and inserted in the new Group. There is no limit ot the

number of Groups you can create or to their nesting.

Figure 3.2: Icon selection dialog

. .2 re i si e r e s.

Sometimes it can be useful to place a hysical Net or b ect on a map even if it was not

located by the autodiscovery mechanism. Maybe because the object was disconnected from the

network or powered o�; in anycase NetEye will automatically detect it when it is powered on

again. To add a new object

1. select Edit from the Control anel menu bar.
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2. select Ob ects and a cascade menu will appear; select Create.

3. a dialog box, as shown in �gure 3.3, appears prompting you with some information about

the new object.

4. click with the mouse Select button on the position where you want to place the new

object.

In this form, the only information you must supply is the IP address of the object in the text

�eld labeled IP Address. ou can use a symbolic name resolvable by your name server or a

standard numeric ip address (w.x.y.z format). All the rest is optional and has the following use;

Name a symbolic name you can assign to the object; it will be used on the map to

identify it instead of it's o cial IP address.

Community Party the SNMPv1 community identi�er or SNMPv2 party identi-

�er.

Frequency the frequency, in seconds, with which NetEye must poll that object.

On the form there are two mutally exclusive buttons labeled SNMP I and SNMP II. They

are used to select which SNMP protocol, SNMPv1 or SNMPv2, to use when polling the object

you are creating. To select one or the other please refer to the object's User Manual. To change

the object's icon click on it's current icon just as you did while creating a new Group.

Figure 3.3: Create a physical network object
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3.2 ects Pop p Menu.

Each object, both physical and logical, shown in a map has an associated Pop-Up Menu. It is

activated by placing the mouse pointer over the object and pressing the Menu mouse button.

All the operations that can be carried out on that object will be listed in the Pop-Up Menu

and are activated by releasing the mouse button on the selected one. Figure 3.4 shows a map

with an activated Pop-Up Menu on a physical object. Logical objects permit a limited set of

operations

Modify to change characteristics of the Group. Selecting this option will pop up

the same dialog used while creating the group.

Interfaces to list all interfaces of that Group.

Ungroup to destroy the Group but retaining all the objects it contains.

Delete All to destroy the Group and all the objects it holds.

The actions that can be carried out on physical objects are:

Modify to change characteristics of the Object. This button will pop up the same

dialog described in section Creating hysical Net or b ects.

Interfaces to list, add or remove an interface.

Delete to remove the object from the map.

Telnet to start an xterm with a Telnet session to that network node.

Show it will query the object for all the mib-2.system subtree and visualize the

returned information in a readonly dialog box as shown in �gure 3.5.

uery it enables you to query one or more SNMP variables with a SNMP GET, SNMP

GETNEXT operations or set a single variable with a SNMP SET operation.

Graph this action is used to select one or more SNMP variable to continuosly poll

and display graphically.

Actions to handle the state transitions of that object.

Clip to remove that object from the map without destroying it. The object will be

temporary placed in the Clipboard for future use.

The Sho , uery and raph actions can obviously only be used with an object that supports

SNMP and are automatically disabled if the object is not capable of handling SNMP requests.

No operations are permitted on the connections between objects because they are automatically

mantained by NetEye.

3.3 ploding a roup.

To see the contents of a Group just click with the Select button on it; a new map will be appear

showing the internal structure of the Group. To close a Map select the Close option of the File

button in it's Menu Bar. Figure 3.6 illustrates how you can create a hierarchical view of your

network by grouping logically related objects and then exploding them in separate maps.
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Figure 3.4: A Map with an Object Pop Up Menu
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Figure 3.5: Output of a Show action on an object

3. eleting o ects.

The fastest way to delete a single object is to click the Custom mouse button on that object

and selecting the Delete operation from the Pop-Up menu. ou can also perform multiple

deletions with these steps

1. click on Edit on the Control anel menu bar.

2. from the pulldown menu select Map and Delete from the associated cascade button.

3. move to the map where you wish to delete the objects and select an area by holding down

the Select button of the mouse.

4. when you release the mouse button all the objects in the delimited area will be highlighted

to denote that they have been selected for deletion.

5. con�rm the operation on the dialog that is poped up.

Multiple deletes can also be performed with the same sequence of steps by referring to the menu

bar in the map and activating Edit, Map, Delete and then selecting an area on the map.

3. Moving o ects.

Any object can be moved inside it's map. ust press the Custom mouse button while pointing

at the object you want to move; now, without releasing the button, drag the object to the new

position and release the mouse button. All the connections will be automatically adjusted.

If you want to move an object between maps you have to use the Clipboard as a temporary

storage area for that object. The operations you must perform are:
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Figure 3.6: Hierarchical view and explosion of Groups.
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1. click with the Menu mouse button on the desired object, select Clip and con�rm. The

object will be removed from the map and placed in the Clipboard. All the connections will

be adjusted.

2. select the object from the Clipboard and place it inside the new map.

More than one object can be moved from one map to another with a similar procedure. Activate

Edit, Map, Clip from the menu bar on the map or on the Control anel, then select an area

on the map. All the contained objects will be highlighted; when you con�rm the dialog, the

objects will be moved to the Clipboard.

3. Locating ects.

Sometimes you may need to locate an object that is deep down a hierarchy and you don't want

to explode all the Groups or maybe you forgot to which Group you assigned the object. ou

can easily locate any physical object by activating the Network button in the Control Panel

menu bar and selecting the Locate action.

ou will be prompted with the dialog box shown in

�gure 3.7; all you need to enter is the IP address of

the object you are seeking. After you dismiss the di-

alog, if the object exits the map containing it will be

automatically opened. ou can enter either a sym-

bolic name, that will be resolved using a name server,

or the actual IP address.

3. dding o ects to a roup.

After you have de�ned a Group or Logical Network Object, you can add objects to it in two

ways;

� select one or more objects on the Clipboard and then click the mouse Select button on

the Group to which you want to add them.

� drag an object over the Group with the Custom button as if you were moving it into the

Group.

3. cons

All icons are in standard indo System format and you can create your own using bitmap,

the standard bitmap editor supplied with your implementation of X. After creating a new icon

you must place it in the icon directory used by NetEye. For more information refer to NetEye

Installation and Con guration.
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3. ackgrounds.

The background of all maps can be made visible or invisible by activating the button labeled

Edit on the Control Panel and choosing the Backgrounds option. ou will then be prompted

with a Show or Hide selection; choose the appropriate one. The use of a background can be

activated or deactivated on a single Network Map by doing the same set of operations on that

map's menus bar. When you exit NetEye, the current con�guration of the backgrounds of each

map will be save in order to restore it in the same way the next time you run NetEye.

The format of the backgrounds is I ; in this way you can create new backgrounds using

a scanner or any drawing tool capable of generating this format. Add all the backgrounds to

the standard NetEye background directory. For more information refer to NetEye Installation

and Con guration. Please keep in mind that adding colorfull backgrounds to your maps uses

resources, and this can lead in slow startups and shutdowns especially if your machine is not

very powerfull.
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Chapter

Cont ol nel.

The Control Panel is a very important tool because it permits you to centrally control most

of NetEye's functionalities. It is shown in �gure 4.1 and can be divided in three areas:

Menu bar used to activate other tools or perform editing and customizing jobs.

Status line that shows NetEye's current status and activities.

Counters that summarize in a numeric fashion complex information collected from

the other tools.

.1 he Menu ar.

The Menu Bar on the Control Panel contains the following buttons

File the pull down menu associated has only one button, uit to exit NetEye.

The con�rmation dialog shown in �gure 4.2 will be popped up. Before exiting

NetEye will save the state of all your maps in order to automatically show them

with the same the next time you start NetEye. The exact position of each map

on the screen cannot be saved because it is controlled by the window manager.

Edit from the associated pulldown you can perform general editing functions such

as creating or deleting objects and maps, reseting counters, showing or hiding

backgrounds on the maps, setting actions on state transitions of individual

objects.

Network to perform operations on the network, such as snmp set or get opera-

tions, start the exploration of a new network, dynamically plotting of variables,

instruct the network explorator to analyse a speci�c network.

Tools to activate other tools such as the Trouble Tic eting Subsystem, the SN

Trap uery acility or the Con guration Tool..

Help to activate the interactive help facility, the color legend or get information

about your NetEye license.
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Figure 4.1: Control Panel

Figure 4.2: Con�rmation dialog
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.2 tatus Line.

The Status line shows NetEye's current state or which operations are being carried on. When

you are not interacting with NetEye the status line reports the number of physical objects that

are been supervised; other information reported is

� Create Object

� Create Group

� Destroy Group

� Selected from ClipBoard

� Selecting Hosts

� Move Host

� Move Group

� Modify Object

� Delete Object

� Destroy Group

� Destroy Group and Objects

� Browse Mib

� Running

� Exit from Net Eye

.3 ounters.

Using the color codings in the Maps and the Counters in the Control anel you can have an

immediate feeling of how your network is performing and what kind of events have occured.

Each Counter works interactively with the other tools and is incremented on speci�c events,

some of which can be de�ned by you. The Counters in the Control Panel are:

New how many new objects have been detected by the Autodiscovery feature and

are currently in the Ne b ects Clipboard. This is also the number of objects

that are not yet under NetEye's control.

Down the number of Objects, known by NetEye, that are currently inactive. This

means they do not respond to ICMP or SNMP messages; probably they are

disconnected from the network or powered o�.

Alert how many user de�ned Alert Events have occured.
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arning how many user de�ned arning Events have occured.

Traps the total number of SN Traps received by NetEye.

Alarms the number of user selected SN Traps that have occured.

. . ese i ers.

When you are tracking a speci�c problem it may be useful to reset one or more counters in order

to see how many events occur in a certain time interval. ou can reset all the Counters at once

or selectively one at a time by activating the Edit button in the Control Panel and selecting

Counters. Select the Counter you want to reset from the cascade menu that appears.

. sing nteractive Help.

NetEye includes an interactive help facility that you can consult any time you need more infor-

mation on a particular subject. To activate this facility press the Help button on the Control

anel and select NetEye. A window, as shown in �gure 4.3, will be poped up with some intro-

ductory text. All the subjects for which some help is available are highlighted using a di�erent

foreground color, that is controlled by the X resource highlightColor . To set the foreground

text to red add to your .Xdefaults a line containing *ControlPanel*hman*highlightColor:

red. The shape of the cursor will change to a small hand when you place the cursor over the

highlighted text; this means that if you click on that text you may obtain more information on

that subject. Every time you click on a new subject, NetEye records your request so that you

can move back and forth. To move between pages that you have already visited use the buttons

under the text area

First to return to the top of the Help system.

Previous to go back one page.

Next to go forward one page.

Use the Load button to dynamically add help pages to the browser. The interactive help facility

can be easily customized to include your own help information; for more information refer to

NetEye Customization.

. et e version information.

The version of NetEye and other licensing information can be viewed by selecting ersion from

the Help pull down menu in the Control anel. A small dialog, as in �gure 4.4, will be posted;

it contains

� version number

� a copyright notice

� the name of the licensee
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Figure 4.3: Interactive Help facility
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Figure 4.4: Version and licensing information

� the expiration date of the license

Most of the information is contained in $NETEYEDIR/etc/neteye.lic that also contains the

activation key.

. he lip oard.

As you have already seen the Clipboard is where the Autodiscovery tool places all the new objects

as it locates; �gure 4.5 shows the Clipboard with some new objects. The Clipboard contains two

areas:

Networks area containing the list of networks currently known to NetEye but still

unexplored by the Autodiscovery facility.

Ob ect area containing all the objects currently discovered. They appear as but-

tons labeled with their o cial name as returned by the local name server.

From the Clipboard you can also control the network Autodiscovery tool by starting or stopping

it by clicking on the toggle button labled Network Explorator .

. . si se e i r .

As objects on your network are located by NetEye, you will want to move them from the

Clipboard to one of your maps. To accomplish this you must perform these steps:

1. select one or more objects by clicking on the buttons, on the right side of the Clipboard

that represent the objects. This action will change the buttons' color to red, meaning that

you have selected that object. If you don't have many objects in the Clipboard a global

selection is available by clicking on the button labeled Select All.
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Figure 4.5: The Clipboard
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2. if you selected an object, then change your mind and want to deselect it just click on it

again. A global deselection is available by clicking on the Deselect button.

3. move to the map where you want to insert the selected objects and click the Select mouse

button. All the objects will be removed from the Clipboard and placed in the selected map.

Objects can be placed in a map even if it is not currently open; just click on it's icon and

all your selected objects will be moved there without opening the map.

. .2 e se e i s.

More complex selections from the Clipboard can be performed by using the Filter and Mask

�elds in the object area of the Clipboard. In the Filter �eld you can specify any range of IP

addresses using the standard numeric format, for example 193.42.2.0. In this case, when you

press Select All, you are asking the Clipboard to pick only those network objects that are on

network 193.42.2.0. If your networks are subnetted you may use the Mask �eld to specify a

subnetmas to use with the value speci�ed in Filter. By default the Filter value is empty and

the Mask is 255.255.255.0. Both these values are also considered when executing a Deselect

operation.

As an example consider a class C network with address 193.42.2 that has been divided in

four subnets 193.42.2.0, 193.42.2.64, 193.42.2.128 and 193.42.2.192. If you want to select only

those objects on subnet 193.42.2.64 (all IP addresses from 193.42.2.64 to 193.42.2.127) you will

enter 193.42.2.64 in the Filter �eld and 255.255.255.192 in the Mask �eld.

. . i i er e e e r s.

As soon as a new object is located, the Autodiscovery facility will query this object for the number

of interfaces it has. If the network object has more than one interface (excluding localhost) it

will be probably connected to more than one network and maybe be acting as a router. NetEye

will query the device for the IP address of all it's interfaces; these addresses will be displayed

in the Network area of the Clipboard. If you have properly con�gure the �le /etc/networ s

NetEye will display the o cial network name, otherwise only the IP address in numeric format.

As NetEye discovers new networks the Network area will �ll up. ou can handle them in

two ways:

� Explore a network.

� Ignore a network.

These two operations are activated by �rst selecting a network from the list then pressing the

Explore or Ignore buttons. Remember that NetEye will not start exploring new networks

until told. Exploration of a network can also be started from the Control anel menu bar by

activating the Network button and selecting Explore. From the list of known networks select

the one you are interested.
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. . e i r s e r r e s re.

As you build your network maps or when the physical layout of your network changes you will

need to move one or more objects around the maps. These operations are accomplished by using

the Clipboard as detailed in the following two steps:

1. cut the objects from the current map and place them in the Clipboard.

2. selectively move the objects from the Clipboard to the new maps.

If you want to move a single object just activate it's associated Popup Menu and select Clip,

then answer es to the con�rmation dialog. To move more than one object into the Clipboard

do the following

1. click on the Edit button on the menu bar of the map or of the Control anel.

2. select Map then Clip from the a cascade menu.

3. move to the map you want to edit and select an area of the map by holding down the

Select mouse button. When you release the mouse button all the objects in the delimited

area will be selected for moving to the Clipboard.

4. on the dialog that appears select Yes to con�rm the operation.

As you move objects from the maps to the clipboard they will still be tracked by NetEye so you

won't loose their data.

When you exit NetEye and there are still objects in the Clipboard these will not be saved

in the internal database and will be permanently lost until the Autodiscovery acilty doesn't

detect them again.

. olor codes legend.

Every object on the maps is color coded. ou can permanently post a color code legend by

clicking on Help in the Control Panel menu bar and selecting Legend. The legend as in �gure

4.6 will be posted; it will remain there untill you deactivate the Legend toggle button with the

same sequence of actions.
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Figure 4.6: Color codes legend
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Chapter

e o se .

The I - standard de�nes about 170 variables to which wemust add all those in the private.entreprises

subtrees. Remembering their names, types and values is quite a task. To simplify the navigation

of the MIB NetEye has a MIB Browser, shown in �gure 5.1, that can be activated by all the

tools that require you to input a SNMP variable. On theMIB Browser you can identify these

areas:

MIB description where the optional descriptive comment is held to help you un-

derstand the use of that Object Identi�er.

MIB tree where you move around in the MIB.

Selection where the exact name of the selected Object Identi�er is shown. The

pre�x iso.org.dod.internet.mgmt.mib-2 (1.3.6.1.2.1) is omitted. If you are

already skilled with SNMP you can directly type the name of the SNMP variable

in the Selection area. If you don't specify the instance number of the Object

Identi�er NetEye will supply zero by default. To change this value append the

correct instance value before activating any button in the low part of the MIB

Browser.

Command buttons where you select the operations to perform.

The most important part of the Browser is the I Tree area; it is composed of a set of parallel

scrolled lists that are used to build the complete identi�cation of a SNMP variable. The list on

the left contains the root of all subtrees under mib-2 and private.entreprises.

The browsing operation works from left to right; every time you single click on an element

it's name will be added to the Selection area. If this Object Identi�er has an associated comment

it will be loaded in the I escription area. This type of operation can be usefull when you

are exploring the private MIB of a new device on your network.

When you double click on any element in the I Tree area that is not a leaf node in the

MIB, the corrisponding subtree is loaded in the scrolled list immediately to the right. This

operation will continue until a leaf node has been reached. As you work your way down the tree,

the Selection area will contain the fully quali�ed name of the Object Identi�er; the elements of

the scrolled list that you have selected will remain highlighted. The global horizontal scroll bar
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Figure 5.1: MIB Browser
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right under the I Tree area enables you to move around in the various scrolled lists when

the variable nesting gets quite deep.

If you choose to enter the Object Identi�er directly in the Selection area, rather than using

theMIB Tree scrolled lists, you can either omit the pre�x iso.org.dod.internet.mgmt.mib-2

(1.3.6.1.2.1) and it will be supplied by NetEye, or enter the full name of the Object Identi�er

starting from the root. In this case you must pre�x your string with "." (dot) to tell NetEye you

are referring to the root of all Object Identi�ers. For example, to query the complete system

subtree you would type .iso.org.dod.internet.mgmt.mib-2.system in the Selection area.

.1 M rowser uttons.

At the buttom of the MIB Browser there is a set of �ve buttons that control how the seleted

Object Identi�ers are used.

Close to dismiss the MIB Browser.

Apply to select the Object Identi�er described in the Selection area. If it is not a

leaf node of the MIB, NetEye will perform a snmp wal of the entire subtree

with that Object Identi�er as it's root.

Select All select all those Object Identi�er that are leaf nodes, all others will be

ignored.

Compose pop up a Compose window that will hold all the Object Identi�ers you

select. In this way you will be able to request from the snmp agent unrelated

Object Identi�ers. Using the Compose window will enable you to edit the

instance identi�er associated with each variable. ou can perform normal text

editing and cut paste as supported by S XmText widget.

Reset reset the MIB Browser to it's initial state.

.2 Loading private M s.

When you start NetEye it automatically loads all the MIB �les, contained in directory MIBDIR,

as speci�ed by environment variable MIBFILES set up at con�guration time. For example the

following c-shell command setenv MIBFILES mib.txt:cisco:novell will tell NetEye to auto-

matically load the standard MIB-2 and the mibs from Cisco and Novell. At any moment you can

load a new MIB by pressing the Tools button on the Control Panel menus bar and activating

Add Private Mib. A �le selection box will be displayed showing all the mibs available in the

directory speci�ed by environment variable MIBFILES; select the one you want and it will be

loaded in the Browser. This MIB will be mantained for the current NetEye session; if you prefer

it to be always loaded move it in directory MIBDIR and include is in the MIBFILES environment

variable.
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Chapter

Cont ollin e ices.

Careful monitoring of network performance can identify problems before a serious failure occurs.

This means that you must monitor not only network errors or trap conditions broadcast from

devices in your network, but you should poll them for statistical and performance information.

NetEye lets you easily poll one or more SNMP variable of any device on your network and

plot it dynamically. The polling rate is user de�nable. The user interface and device polling is

performed by process snmpplot. Since there can be more than one graph displayed at a certain

time, all operations on the graphs will be generally performed by �rst selecting the operation

and then the graph on which you want to perform it. To abort the selected operation press the

Menu mouse button.

.1 Plotting MP varia les.

To start polling an SNMP variable of a device place the mouse pointer over it's icon, press the

Custom button and select Graph. These actions will pop up the MIB Browser described

previously. Every time you press the Apply button in the MIB Browser and an Object

Identi�er is speci�ed in the Selection area of the MIB Browser a new graph will be created.

If all the graphs you are requesting are relative to the same host, they will be stacked

vertically in the same window with a vertical scroll bar. A new Graph window will be created

for each graph on a di�erent host. If you want to plot a particular instance of an Object

Identi�er, remember to specify it in the Selection area. From the MIB Browser you can

request any number of variables to plot.

Without leaving theMIB Browser you can start ploting a variable of a new device by simply

poping up it's associated popup menu and selecting Graph; from now on all the selections made

in the MIB Browser will be sent to the newly selected host. When you are done de�ning your

graphs, dismiss the MIB Browser with the Close button.

Shortly after you press the Apply button in the MIB Browser, a window, as shown in

�gure 6.1, will be posted on the screen. It is the onitor window and it is divided in several

sections depending on the number of SNMP Variables or Graphs you want to plot. Immediately

under the menu bar you will �nd an area common to all graphs containing
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Figure 6.1: Plotting absolute and relative values of SNMP Variables

Polling Interval slider you can change the polling period using this slider. When

you set a new poll interval it will be used for all the variables of that physical

object; this is done in order to mantain the spatial relationship between the

various graphs.

Point this �eld will report the X, coordinates of the mouse pointer when it enters a

graph. This information helps you precisely place alert and warning thresholds

as describe further on.

Status displays the current state of the onitor window for a certain physical de-

vice. Generally the Status is Running but it will sometimes contain a hint of

your next action, when you are operating on one or more graphs.

On the left of each graph you will �nd these informations:

Logging the box is ticked when you activate the logging function for that garph.

alue the absolute value of the SNMP variable being plotted.

Alert the value on the axis that currently identi�es the Alert threshold.
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arning the value on the axis that currently identi�es the arning threshold.

On the top of each graph the exact name of the MIB variable is reported and if it is being

printed in absolute or relative form. The X axis reports the number of seconds that have passed

since the initial polling of that graph. Immediately under the the X axis is recorded the date

and time of when the graph was started.

.2 Plotted values.

By default all points displayed in a graph are plotted in relative mode and are computed as

= v e

i

� v e

i�

. ou can change the plotting to absolute mode with these operations:

1. click on the iew button of the menu bar, from the Mode cascade select Absolute.

2. move to the graph you wish to modify. The mouse cursor changes into a small pointing

hand.

3. click the Select mouse button on the graph.

4. to abort the operation press the Custom mouse button.

.3 Multiple plots.

If you want to start plotting the same set of SNMP variables on more than one object you can

do this by repeating the procedure previously described for each host. There is a short cut and

it is done with the following steps

1. click on Network on the Control Panel menu bar.

2. select SNMP and Graph from the cascade menu that follows.

3. move to the map that contains the objects you want to plot. While keeping the Select

mouse button pressed select an area of the map.

When you release the mouse button all the objects in the delimited area will be highlighted and

you will be requested to con�rm the operation. A new plot window will be created for each

selected object. This operation is obviously available only on SNMP capable devices; if in the

area you select there are some devices that don't support SNMP they will be ignored.

. esetting and deleting graphs.

Graphs must be reset all at the same time; if this were not done the spatial relationship between

the various graphs would be lost. To reset all graphs that plot snmp variables of a certain host

press the Edit button of the onitor menu bar and select Reset.

When you no longer need a graph press the Edit button of the onitor menu bar and select

Delete. ou can destroy all the graphs at once by selecting All from the cascade or selectively

one at a time. With this last option the mouse pointer will change to a pirate symbol when you

pass over each graph; clicking destroys the graph.
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Figure 6.2: Selecting print options.

. Printing graphs.

To create a ostScript hardcopy of a graph you must press the Edit button on the menu bar

and select Print. A selection form as in �gure 6.2 will be activated.

To specify the name of the �le in which you want to save the output insert it in the text

area to the right of the File button. By pressing this button a �le selection box will be shown

so that you can move around in the �lesystem. To add a title to your hardcopy enter it in the

Title text �eld. There are two toggle buttons for the selection of portrait or landscape format

and color or monocromatic printing.

. ooming.

When you are polling a device you might be interested in having a close look at a small set of

polled values. ou can zoom a portion of the graph by activating the iew pull down menu and

selecting oom. ou must now choose on which graph you want to execute the zoom; select the

graph by clicking the Select mouse button. Once you have selected the graph, choose the area

to zoom by clicking and draging the mouse; when you release the mouse button a new window

with the zoomed area will appear on the screen. Use the Print button to create a hardcopy of

the zoomed graph.

. aving plotted data.

If you need to save the values of the plotted SNMP variables for later analysis, click on File

button and select Start from the Logging cascade menu. The mouse cursor will change to a

pointing hand; click on the graph whose data you wish to save. In the �le selection box that
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Figure 6.3: Zooming on a graph.

will be displayed enter the name of the �le in which the values will be logged. If the �le already

exists you will be prompted if you want to save the data in append mode or if the �le should be

truncated. As soon as you dismiss the �le selection dialog all data will be saved in the �le until

you select File, Logging, Stop .

The data save in the �le consists of a small header that contains the name of the host being

polled, the name and instance number of the SNMP variable. Every next line has a touple of

values separated by the pipe symbol; currently the saved values are polling time and variable

value. An example of saved data is

Host: gedeone

ariable: icmp.icmpInMsgs.0

Apr 1 4 1 : :2 1

Apr 1 4 1 : :2 4

Apr 1 4 1 : : 0

Apr 1 4 1 : : 4 0

Apr 1 4 1 : :

Apr 1 4 1 : :40

. witching representation.

ou can dynamically switch from a graph type of representation to a numeric type by clicking

on the iew button of the onitor menu bar, select Switch and then click on the graph who's
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Figure 6.4: Displaying the absolute value of SNMP Variable

form you want to change. The format of the display will change as shown in �gure 6.4. Perfom

the same operations to swith back to the time plot type of representation.

. etting hresholds.

The scope of continuosly polling a device it not just to print a pretty graph but to trigger some

event when the value of a polled variable exceeds a certain threshold. NetEye de�nes two types

of thresholds

� Warning

� Alert

and they are set by clicking on the Thresholds button on the onitor menu bar and selecting

Thresholds. Now every time you enter one of the graphs in the monitor window the cursor will

change to a little hand pointer. As you move the mouse it's X, coordinates will be reported

in the Point box so that you have a numeric feedback of where you are placing the threshold.

When you have found the threshold value you desire click the Select mouse button; a horizontal

colored line will be plotted on the graph to indicate the presence of a threshold. From now on
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Figure 6.5: Setting actions for a graph.

every time a variable exceeds a threshold, the Status Box will report which threshold was

passed.

Everytime a threshold is exceeded a message is sent to the Control Panel so that it can

increment it's counters. If you want to remove a threshold click on the Thresholds button in

the menu bar and select Remove. From the cascade menu select the type of threshold you want

to remove and then click on the speci�c graph.

.1 ctions.

After de�ning a threshold you can associate an action to it so that it will be performed everytime

the threshold is exceeded. To set an action press the Thresolds button on the onitor menu

bar, select Actions then click on the graph where you want to set an action; the window in

�gure 6.5 will be poped up. This window has a color coded transition matrix that contains all

possible state transitions.

On the right of the transition matrix there is a set of buttons with an iconic representation

of the possible actions, that are

Bell ring the bell on the computer to attract your attention.
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Figure 6.6: Threshold related data for trouble tickets.

Mail automatically send a email message to one or more persons with selected data

about the event.

Print automatically generate a ostScript hardcopy of the graph.

Ticket automatically generate a Trouble Tic et.

On the matrix you select the transitions by clicking on the box at the intersection of the rom

and To states; a check will be displayed in the box to show your selection. In the example, the

transitions from Normal to arning and from arning to Alert where selected. Click on the

action buttons to de�ne one or more actions to be performed.

When you select theMail action you will be prompted for the email address of the destination

party. If you press the User button you will be shown the list of all email addresses available in

NetEye's address book. ou can select one of the available email addresses or input a new one;

in this case, the address will not be saved in the address book. Be sure that all email addresses

are correctly spelled using the format name domain otherwise the mail subsystem will not be

able to deliver the message and it will be returned to your personal mailbox. The environment

variable MAILCMD is used to determine what command must be invoked to send mail; for more

information refer to section ptional environment variables.

If you select the Ticket action you will be prompted with a dialog as in �gure 6.6 for the

following information:

Priority to assign a priority to the generate trouble ticket.

Scopes the area a�ected by this trouble ticket.

Type the type of trouble ticket.

Owner your name or other identi�cation of who requested the trouble ticket.

By pressing the Owner button you will be shown the list of all current persons in NetEye's

address book. As with the mail addresses you can de�ne the owner on the 
y even if it's not in

the address book; in this case it will be uses as a temporary reference.

For more information on how to work with trouble tickets please refer to section Trouble Tic ets.
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When you select the print action you will be prompted with the same dialog described in

section rinting graphs to set up the print format.
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et et e t n et o

i les

Not all variables de�ned by a snmp agent can be plotted because their value is not numeric, for

example a description of the agent or a routing table. SNMP protocol de�nes three operation

that can be performed on any variable regardless to their type or value. These operations are

Get to retrieve a speci�c variable.

GetNext to retrieve the variable lexicographically following the named instance.

Set to modify the value of the named instance.

From within NetEye you can perform any number of Get or GetNext operations on one or

more network objects with an snmp agent. All Set operations are limited to only one snmp

variable at the time.

.1 et and et e t operations.

To execute a Get or a GetNext operation on a single network object do these steps

1. click the enu mouse button on the object in the map.

2. from the popup menu select uery

3. then select the operation you want to perform from the cascade.

These actions will pop up the MIB Browser. As you have previously seen theMIB Browser

can work on these di�erent ways:

1. on a leaf node of a speci�c SNMP group.

2. on all leaf nodes of a certain SNMP group.

3. on all the subnodes starting from a certain Object Identi�er.

4. on a set leaf of di�erent SNMP Groups.
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Figure 7.1: SNMP Get, GetNext Compose window

The �rst mode of operation is obtained by selecting a leaf Object Identi�er by double clicking

in the in the MIB tree area of the MIB Browser and pressing the Apply button. To query

all leaf nodes of a SNMP group double click on it's name and press Select All. The third way

of operating is to perform an SNMP walk of an entire subtree. To do this, select an Object

Identi�er that isn't a leaf node and pressApply. To query di�erent Object Identi�er in di�erent

SNMP Groups you must �rst press the Compose button in order to pop up the Compose

indow as shown in �gure 7.1.

When using the Compose mode you operate normally on theMIB tree by double clicking,

pressing Apply or Select All but your requests will not be sent immediately to the network

device but added to the Compose window. When you are done selecting the variables you need

to query press the O button in the Compose window. ou will notice that this window has

two sliders Time Out Request, to program the number of seconds before the request times

out, and Retry Request that represents the number of retries NetEye will execute before giving

up. These two sliders are usefull when requesting many and complex SNMP variables from a

remote device. To clean the contents of the Compose window press Reset.
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Figure 7.2: result of SNMP Get, GetNext or Set operations

All results of single or multiple Get or GetNext requests will be displayed in a read only

window as shown in �gure 7.2. ou can cut paste data from this window to the Compose

window to create complex queries.

If you just purchased a new SNMP capable device you may explore all it's Object Identi�er

tree by simply entering .iso in the Selection area and pressing the Apply button. Since .iso

is not a leaf node, NetEye will walk all the Object Identi�er tree.

Remember that you can refocus your queries from one network device to another, without

closing the MIB Browser, by simply selecting the appropriate action from it's popup menu.

.2 et operations.

Set operations are a bit more complex because you must also tell NetEye the type of variable

and it's value. The steps you must take are

1. click the enu mouse button on the object in the map.

2. from the popup menu select uery

3. select Set from the cascade.

The MIB Browser and the window show in �gure 7.3 will be poped up. After selecting the

SNMP variable you want to set from the MIB Browser, input it's value in the text �eld just

under. There are two row of buttons that you use to set the type of the variable; available type

are

� integer

� byte values in hexadecimal.
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Figure 7.3: SNMP Set operation form
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� and Object ID.

� IP address in dot notation.

� a string of characters.

� byte values in decimal.

� time ticks

� null object

ou can change the timeout after which the set request fails and the number of retries with the

two sliders. To execute the request press O . When the operation terminates the result will

be show the Result window; if the request succeded the new value is displayed, otherwise the

reason of the failure. All the result codes are listed in the window and can be erased by pressing

the Clear button.
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Cont ollin t e st te o e ice.

Every object that is shown on the maps is color coded in order to show it's state. ou can

recon�gure the colors associates with the state of each Physical Network Object by changing

the value in the Application defaults �le; the default settings are

Color
State

Blue
Unknown, probably disconnected or powered o�

Red
Active and responding to ICMP only

Green
Active and responding to SNMP

ellow
Active, was previously Green but now responds to ICMP only

If the object is a Logical Network Object it's color is computed as following

Color
State

Blue
all objects are Blue

Green
all objects are Green

Red
there are Blue and Red objects, but no Green ones

ellow
there are Green and ellow objects

.1 ctions on state changes.

An object's transitions from one state to another might indicate the existance of some sort of

hardware or performance problem. NetEye has a tool that can be associated with each physical

object so that an action can be performed when a particulare set of state transitions occur. The

tool is shown in �gure 8.1 and is similar to the one used to associate actions to threshold on

SNMP variable plots.

It can be activated only for physical devices by pointing with the mouse on the icon rep-

resenting the device, pressing the Menu button and selecting Actions. To select a transition

click on the buttons at the intersection of the From and To in the transition matrix and a check

will appear at each selected transition. There is no limitation to the number of transitions you

can select. After de�ning the state transitions you want to monitor, you must choose the action

to be performed. To do so you use the set of iconic toggle buttons located on the right side of

the transition matrix; the available actions are:
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Figure 8.1: Setting actions for object state transitions
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Bell ring the bell on the computer to attract your attention and automatically open

the map that contains the object.

Mail automatically send an email message to one or more persons with selected

data about the event.

Ticket automatically generate a Trouble Tic et.

When you select theMail action you will be prompted for the email address of the destination

party. If you press the User button you will be shown the list of all email addresses available in

NetEye's address book. ou can select one of the available email addresses or input a new one;

in this case, the address will not be saved in the address book. Be sure that all email addresses

are correctly spelled using the format name domain otherwise the mail subsystem will not be

able to deliver the message and it will be returned to your personal mailbox.

If you select the Ticket action you will be prompted with a dialog for the following infor-

mation:

Priority to assign a priority to the generate trouble ticket.

Scopes the area a�ected by this trouble ticket.

Type the type of trouble ticket.

Owner your name or other identi�cation of who requested the trouble ticket.

By pressing the Owner button you will be shown the list of all current persons in NetEye's

address book. As with the mail addresses you can de�ne the owner on the 
y even if it's not in

the address book; in this case it will be uses as a temporary reference.

All the actions you de�ne during a work session with NetEye will be save when you exit in

order to enable the same actions the next time you start NetEye.
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n lin s.

Every SNMP capable device will generate a Trap when it needs to inform the network manage-

ment station of some event. SNMP protocol standard de�nes seven di�erent types of traps that

are

� coldStart

� warmStart

� linkDown

� linkUp

� authenticationFailure

� egpNeighborLoss

� enterpriseSpeci�c

for the speci�c meaning of each trap or for more information refer to C 11 A Simple

Net or anagement rotocol SN .

NetEye handles all the traps with the Trap Handler shown in �gure 9.1. It's basic function

is to simply log in the topmost list window all the traps that are broadcast from the devices on

the network. The data that is reported in the window is

� host identi�cation and IP address.

� type of trap; if enterpriseSpeci�c it's value.

� the time the SNMP Agent of the reporting device has been active.

� an agent speci�c informatiom; typically system.sysDescr.0

By double clicking on a trap you will activate NetEye's Locate function and the map, containing

the physical device that generated the selected trap, will be opened. If you want to save the

traps in the associate RDBMS must must activate the Logging feature; to do so click on the File

button in the menu bar, activate the Logging toggle button. To terminate the data logging

execute the same steps but but deactivate the Logging toggle button.
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Figure 9.1: SNMP Trap handler
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Figure 9.2: Types of SNMP Traps

.1 iltering traps.

If you want to concentrate yourself on speci�c traps you can use the �lter function that visualizes

in the lower scrolled window only the traps that match certain criteria. ou can �lter by

� trap type

� IP address

To activate the �ltering function click on the Filter button on the menu bar and select the

modality you desire. When you select Address you will be shown all the IP addresses currently

used by the �lter. To add one or more IP address enter them in the Selection area; to remove

items select them in the Item List and press the Delete button.

If you want to �lter by trap type select Trap Type and you will be prompted with a dialog

as in �gure 9.2. Click on the button according to the type of trap you wish to locate. To stop

selecting a particular trap select All from the dialog.
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Figure 9.3: Actions on SNMP Traps

.2 MP traps and actions.

As with state transitions and thresholds, you can associate an Action with SNMP traps. To do

so, select the Actions option in the Edit cascade menu. the window of �gure 9.3 will be shown.

From this dialog window you can select the trap types and the IP address that will trigger the

execution of the speci�ed actions. As before you can select from

� Bell

� Mail

� Trouble ticket
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.3 nterrogating the trap data ase.

As you have seen previously you can save all the trap in the RDBMS associated with NetEye.

To query the database you must activate the Trap uery tool by pressing the Tools button

on the Control Panel, activate the uery cascade menu and select Traps; the window in �gure

9.4 will be displayed.

ou can create complex queries by �lling in the form on the screen, in particular you can

de�ne

time interval by clicking on the Start time and Stop time buttons that will pop

up a dialog as in �gure 9.5 from which you can set date and time.

trap type click on the Trap button and you will be prompted with the same form

as in the �lter function.

IP address click on the Host button and you will be asked the IP address of the

device that generated the trap.

When you are satis�ed with the selection criteria press the Done button and all the entries in

the database that match your conditions will be shown in the scrolled area; you will also be told

the exact number of lines that were matched. To delete some records from the RDBMS de�ne

the selection criteria as before, then press Delete. All the records that satis�es your conditions

will be erase from the RDBMS. To clear the query from press Clear and Exit to dismiss Trap

uery tool.
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Figure 9.4: Interrogating the RDBMS for saved traps
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Figure 9.5: Setting date and time for a query
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Chapter 1

o le ic ets.

A Trouble Ticket does not have to be related to hard faults such as hardware problems. It is

probably more useful when you use a Trouble Ticket to track problems such as excessive use of

resources or slow responses un you network. ou typically provide the following information:

� The manufacturer or system supplier.

� The contact person's name and phone number.

� An explanation of the problem.

� The actions that you have taken to �x the problem.

To activate the Trouble Ticket subsystem press the Tools button on the Control Panel menu

bar, select uery then Trouble; the window in �gure 10.1 will pop up.

The Trouble Ticket button box contains a set of buttons with an iconic representation

of their actions; you have these choices:

� Insert

� Select

� Update

� Delete

� List

� Alarm

� Print

� Fax

� Close

To close the Trouble Ticket subsystem press the Close button.
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Figure 10.1: Trouble ticket button box
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1 .1 tructure of a rou le icket.

Trouble Tickets are complex objects and contain quite a bit of information. To correctly deal

with Trouble Tickets you must understand all the data that is saved in the associated RDBMS.

Every ticket has an associated Ticket Number that is generated automatically and that

you cannot change in any way; this number will be always shown in the top part of the windows

whenever you access a ticket. When a ticket is created it will record the time and date of

creation; the date can be automatically entered by NetEye.

All tickets are classi�ed by riority (high, normal or low) and by Type (planned, unplanned,

new site). If you are noti�ed that a site will be down for maintenance that is a planned tic et; if

the site crashes or goes down for scheduled work but you were not noti�ed that's an unplanned

ticket.

Tickets can be generated in several ways, manually because you were informed of a problem

over the phone or can be automatically created by NetEye and it's tools when certain events

occur.

The Scope of a Ticket indicates who is a�ected be the problem; usually it is a single host

but one or more sites or a complete subnetwork can be a�ected by the problem.

The evolution in time of the ticket is represented by it's Status and it can be open, closed,

hold or needinfo. Normally tickets are either open or closed. However, some tickets get into the

state where you are waiting for a response from the original complaint; for these cases you can

use the needinfo state. Some times you may decide that a problem will not be address yet and

you don't need to allocate it on the list of the open problems; for this situation you can assign

a hold status.

When you have solved a problem or it no longer exists you will generally close the ticket and

assign a close code that indicates what has been the problem. When closing a ticket you should

remember to assign the time and date you solved the problem.

1 .2 reating tickets.

When you de�ne a new ticket all the information describe previously, except the Close Code

and Close ate will have to be entered in the ticket database. ou will input the data using the

form activated by pressing the Insert button in the Trouble Ticket button box. The form

is shown in �gure 10.2; most of the selections are through option menus.

To decribe the problem you are handling press the Problems button to visualize the Prob-

lem Dialog box shown in �gura 10.3.

The window contains a editable Combobox, a couple of buttons to add and remove prob-

lems, a list of all the problems you have selected up to now and the buttons to accept your

selections or to dismiss the dialog. ou can either select some pre-edited problems from the

Combobox or enter a new problem by hand in the editable area of the Combobox. Every time

you add a new problem description or modify an existing one, you will be asked if the problem

you typed will be permanently saved in the database so it will be available during all future

sessions.
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Figure 10.2: Creating a new Trouble Ticket
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Figure 10.3: Problem Dialog

1 .3 earching for tickets.

ou have several ways for searching in the Trouble ticket database, each one giving you a di�erent

grain of detail and they are

Select you get complete control on the conditions used to query the database.

Alarm it will extract all the tickets with Priority High and Status Open.

List will list all open tickets.

When you use the Select button you will be prompted with the form in �gure 10.4. If you know

the ticket number you are looking for just enter that in the Tic et Numebr �eld and press . In

case you are interested in a set of tickets just select the appropriate conditions using the option

menus; a don t care condition is set using the all label. If you don't qualify the detail, the

search the tool will extract all the tickets currently in the database.

With the List andAlarm buttons you will not have to describe the search condition because

it is �xed as described previously.

When all the data is extracted from th RDBMS it will be show in a window as in �gure 10.5.

If you click on a line of data you will obtain a detailed view of the selected line in a window

similar to the one used for the Select operation; all the text �elds will be read-only and the

options menus insensitive.

65



Figure 10.4: Trouble ticket query preparation dialog
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Figure 10.5: List of tickets that satisfy a query condition
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Figure 10.6: Adding a note to a trouble ticket

1 . pdating tickets.

Every time you take an action on your network trying to solve a problem you will need to update

the information held by the trouble ticket associated with the problem. Updating a trouble ticket

involves poping up the update form by pressing theUpdate button on the trouble ticket button

box. The form is similar to the one used to select information. ou can either enter a ticket

number, that uniquely identi�es a ticket or enter a search condition and then press O . From

the list of selected tickets click on the on you want to update and the update form will be posted.

ou will not be able to edit all the �elds; the table shows which elements are readonly and which

are read-write

Readonly
Read-write

Priority
Scope

Source
Status

Type
Close Code

Site
Closed

Owner
Noti�cations

Opened
Problems

To browse the notes associated with that particular trouble ticket press the Notes button in

the lower part of the window and you will get the Notes window as in �gure 10.6. ou can move

back and forth between the di�erent notes by pressing the two arrow buttons; while browsing the

notes all the data will be readonly. If you want to create a new note, explaining the operations

you did to �x a problem, press the New Note button and you will obtain an editable note

page; it will be save in the RDBMS when you press O .
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Figure 10.7: Preparing the list of target noti�cations

After you have updated a trouble ticket you may want to notify one or more persons at a remote

NOC or at a response center. NetEye is capable of sending noti�cations by email or by fax. To

send a noti�cation press the Notify button; the window in 10.7 will be shown.

Every trouble ticket can be sent to more than one person both by fax and by email. If it is the

�rst time you send a noti�cation for a speci�c ticket the two lists contained in the noti�cation

window will be empty. If you already have sent noti�cations for that speci�c ticket the lists will

contain all the persons involed in the last noti�cation. NetEye will always save the complete

list of all the persons involved in the last noti�cation. The list of all the possible receivers of a

noti�cation is extracted from NetEye's Address oo and the names are listed in the combobox.

Use the two toggle buttons to select if you want to send a fax or and email or both to the

selected person, then press the add button to include that person in the appropriate list. To

remove persons select their names on the list and then press the remove button. As soon as you

press the Apply button the request will be queue on the application server .

1 . eleting tickets.

To delete one or more trouble tickets from the database press theDelete button in the Trouble

Ticket button box. As usual you will be prompted with the query preparation dialog where

you will setup the conditions for the deletion. After you press the Ok button you will be shown

all the tickets that match those speci�c requirements. Click on the the tickets you want to

delete; as you select the items you want to delete they will be highlited. Clicking on one of these

highlighted items will reset it to it's normal unselected state. When you are satis�ed with your

selections press Done to e�ectively destroy the selected tickets. ou will be prompted with a

con�rmation dialog because this operation is irreversible; all selected data will be lost unless
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you have backed-up your database.

1 . Printing tickets.

To print one or more trouble tickets from the database press the Print button in the Trouble

Ticket button box. As usual you will be prompted with the query preparation dialog where

you will setup the conditions to use when extracting tickets from the database. After you press

the Ok button you will be prompted for the print command to use; the default value is obtained

from REPORTCMD environment variable. Once the print command has been determined, NetEye

will compute the number of elements that will be printed and ask you con�rmation if it should

proceed in the operation or not. Here is the sample output after printing a trouble ticket with

two associated notes.

Tic et Number : 24

Tic et Priority : High Tic et Status : Open

Tic et Source : Phone Tic et Type : Unplanned

Tic et Scopes : Many Sites Tic et Close Code : Other

Site/Line : iunet-gw.iunet.it

Tic et Owner : PENENGO MARCO

Tic et Opened : 1 /10/1 4 10:00 Tic et Closed : 2 /10/1 4 11: 4

Problem Description:

Lightning struc microwave lin tower

Actions or Notes:

Note Number : 1 Note Date : 21/10/1 4 11: 1

Note Owner : Dr. Marsala

Note Description :

Rebuilt tower

Added new power supply

Note Number : 2 Note Date : 22/10/1 4 11:

Note Owner : Gedeone Gatto

Note Description :

Measured S R
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New feeder

1 . a ing and emailing tickets.

As you have seen in the Updating tic ets section you can notify a remote person with one or

more trouble tickets you generated or updated. To start a noti�cation press the FAX-MAIL

button on the Trouble Ticket button box. As usual you will be prompted with the query

preparation dialog where you will setup the conditions to use when extracting tickets from the

database. After you press the Ok button you will be prompted for the for the list of destinations.

As explained in section Updating tic ets insert all the names of the persons you want to send

the noti�cation to and if you want to use email or fax or both. When you are done press the

Apply button and all the requests will be queued with the application server.
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Chapter 11

se n con tion

n e ent.

In NetEye all con�guration aspects that are not strictly related to network management are

handled by the Application Server. This process is a daemon that is used to update the

Address Book, change some parameters at run time without restarting NetEye and handling

the outgoing queues of fax and email messages.

To activate the Application Server press the Tools button in the Control anel and select

Con�gure. The Application Server will pop up the window shown in �gure 11.1.

From this main window select where you want to operate by pressing the related button.

11.1 ddress ook.

All handling of names, addresses, fax numbers, email addresses etc. of the persons with which

you interact are done in the Address Book window shown in 11.2.

This window is divided in three areas; on the left you have a list of all the current persons

loaded in the database. When you click on one of these names the right side is loaded with

all the information related to that person. In this side of the window you perform all the

maintainance activites by using the buttons with iconic representation of these operations:

Add �ll in the form and add the new record to the database.

Delete select a name from the list and press this button to remove it from the

database.

Modify to save in the database the changes you have made in the form.

Clear reset the form to a clear state.

11.2 utput queues.

The Application Server handles the outgoing fax and email queues; when a request is queued

it will try to serve it immediately. If for some reason it fails the request will remain queued until
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Figure 11.1: Application Server startup window

Figure 11.2: NetEye's address book
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Figure 11.3: List of queued faxes and emails

the next request. By pressing the Pending ueue button you will be shown all the queued

requests in a window as the one shown in �gure 11.3. The information reported is

� ticket number

� owner of the ticket

� type of deliver (fax or email)

To handle the tickets waiting to be delivered, select one or more tickets from the list then use

the buttons at the bottom of the window to perform one of these operations:

� immediately try to send. If the operation succeeds the selected tickets will

automatically be removed from the queue.

� delete from the output queue

� list the contents of the selected tickets in a separate window, shown in �gure

11.4

11.3 Miscellaneus con gurations.

With the Miscellaneus button you display the window, shown in �gure 11.5, used to dynami-

cally recon�gure the following parameters used by the Application Server:

� email command

� fax command
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Figure 11.4: Contents of selected tickets waiting on output queue

Figure 11.5: Application server parameter recon�guration
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Chapter 12

lic tion e lts.

All application defaults are located in directory $NETEYEDIR/app-defaults and are

ControlPanel for the Controlp Panel.

TRap for the Trap uery Tool.

TRouble for the Trouble Ticketing System.

XEvent for the Trap Visualization. Xevent

SnmpMon for the variable plotting tool.

All the resources that can be customized are listed in the next sections. The following

resources can be speci�ed for the map and for the windows that monitor and graph statistics.

statusNormalColor Speci�es the color for the Normal state.

status arningColor Speci�es the color for the arning state.

statusAlertColor Speci�es the color for the Alert state.

statusSnmpUpColor Speci�es the color of an object that is manageable with

SNMP.

statusSnmpDownColor Speci�es the color of an object that was previously man-

ageable with SNMP but that now only responds to ICMP.

statusUnknownColor Speci�es the color of an object that is not currently man-

aged or active.

statusIcmpColor Speci�es the color of an object that is only manageable with

ICMP

valueForeground Speci�es the foreground color of the digits in the Control Panel

counters.

valueBackground Speci�es the background color of the digits in the Control Panel

counters.

upperBound Speci�es the maximun value a counter can reach. The default setting

is 99999.
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lowerBound Speci�es the minimum value a counter can reach. The default setting

is 0.

valueLength Speci�es the number of digits displayed by a counter in the Control

Panel. The default value is 5.

maxPollIntervall Speci�es the maximum polling interval. This value must be

greater or equal to one.

priorityNormalColor Speci�es the foreground color to use when displaying the

retrieved lines with normal priority from the Trouble Ticket database.

priorityLowColor Speci�es the foreground color to use when displaying the re-

trieved lines with low priority from the Trouble Ticket database.

priorityHighColor Speci�es the foreground color to use when displaying the re-

trieved lines with high priority from the Trouble Ticket database.
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Chapter 1

en i .

13.1 irector structure.

app-defaults all application defaults are in this directory. ou can copy them to your standard

app-defaults directory.

bin all executable are located here.

bitmap this directory contains the bitmaps used to represent object on the maps

etc various support �les including neteye.lic that contains the activation key.

gif put all the backgrounds you want to use in your maps in this directory. The format must

be gif.

help this directory contains the �les used by the hyper help.

libs at the moment there is only one subdirectory, afm, that contains the fonts used by the

graphing and plotting tools.

log various log information is recorded in this directory.

mib add all new mibs in this directory. Remember to update environment variable MIBFILES.

13.2 ata ase structure.

The schema of the database used by NetEye is shown in �gure 13.1; the notation used is IDEF-

1X. All commands to create the database are included in �le installdb shell script; these

commands depend on the RDBMS uses in your installation.

13.3 nternal protocols.

All elements of NetEye exchange information in order to perform their tasks. These com-

munications take place using UDP protocol and the following set of services are de�ned in

/etc/services
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users

userid

name
company
fax
mail
address

actfax

primary (FK)

address

actmail

primary (FK)

address

actticket

primary (FK)

priority
type
scope
user

actbell

primary (FK)

transition

primary (FK)

position

network

addr

status
speed

trap

address
type
enterprise
date

uptime

tictable

type
code

descr

node

primary

group name (FK)
node name
version
community
coordx
coordy
pixmap
visible
freq
manageinterfaces

primary (FK)

otherif

group

group name

group parent FK
coordx
coordy
width
height
pixmap
background
showbg
manage
dawidth
daheight

probldescr

numproblem

descript
flagtype

problems

numticket (FK)
numproblem (FK)

notify

numticket (FK)
userid (FK)

mode
done

ticket

numticket

priority
status
type
scope
source
closecode
user
site
opendate
closedate

ticknotes

numnote
numticket (FK)

name
datenotes
memo
notify

Figure 13.1: Database schema
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services used by NetEye

neteye 001/udp

netpoll 002/udp

snmpmonitor 00 /udp

xevents 004/udp

controlp 00 /udp

cmdsnmp 00 /udp

configure 00 /udp

13. tructure of help les.

The structure of the help �les used by NetEye is very simply because they are 
at ASCII. The

only addition is that the words that will be highlighted and used to reference other help pages

must be inside curly brackets. There is no limitation to the length of the highlighted text but

they must be included in the index �le man.index located in the $NETEYEDIR/help directory.

The index �le contains the referenced text followed by a column and then the name of the �le

conatining the speci�c topic.
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Control Panel

char community[17];
char variable[132];

u_long InetAddress
int  type;

int version;

Control Panel

Services = snmpmonitor

Xevents Xevents

Services = xevents 

char host[128];

int trapType;

int specType;

char time[64];

char date[64];

char Variable[132];

NEW_TRAP

USR_TRAP

LOC_TRAP

Control Panel

REQ_STAT

REQ_INFO

IF_HOST

REQ_NETINFO

NEW_HOST

Netpoll

Services = controlp 

int type;

u_long hostAddr;

char hostname[64];

char hostInfo[2048];

Netpoll

Services = netpoll 

REQ_STAT

REQ_INFO

int type;

u_long InetAddress;

int version;

int freq;

char community[17];

REQ_NETINFO

REQ_DELETE

SHUTDOWN

Control Panel

Services = controlp 

int type;

u_long hostAddr;

char hostname[64];

char hostInfo[2048];

GET:  ’G’

WALK:  ’W’

SET:  ’S’

GET NEXT:  ’N’

Snmp Query

int version;

int timeout;

int retrasmission;

u_long InetAddress;

char community[17];

u_char snmpCommand;

char varMib[132];

u_char varType;

char varValue[132];
(used only for SET)

Services = cmdsnmp 

REQ_CMD

Snmp Query

Snmp Plot

REQ_INFO

Services = controlp 

int type;

u_long hostAddr;

char hostname[64];

char hostInfo[2048];
CP_TRAP_SNMPDOWN

CP_TRAP_HOSTDOWN
(Not used)

Figure 13.2: Protocol used to exchange information between various processes
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n e

all , 65

etc resolv.conf, 14

etc services, 78

INGRES �les users, 9

absolute mode, 39

Action, 57

Actions, 18, 43, 51

activation key, 29

Adding objects to a Group, 22

Address, 17, 56

Address Book, 69, 72

address book, 44, 53

AFMPATH, 8

agent system, 1

Alarm, 65

Alarms, 27

Alert, 26

Alert threshold, 38, 42

Application Server, 72

application server, 69, 71

applserver, 2

Autodiscovery, 8, 14, 26, 29

Background, 16

Backgrounds, 23

Bell, 43, 53

bitmap, 22

Browser, 34

Cascade Menu, 3

Clip, 18

Clipboard, 14, 20, 29

Close Code, 63

Close Date, 63

Command buttons, 34

Community, 17

Compose, 36, 47

Control Panel, 2

controlp, 2

ControlPanel, 76

coordinates, 38, 42

Counters, 26

database, 72

DELA POLL, 8

Delete, 18

Delete All, 18

Down, 26

email, 74

Emulate3Buttons, 5

Explore, 31

fax, 74

FAXCMD, 7

FAXHDR, 7

Filter, 31, 56

First, 27

Frequency, 17

Get, 46

get, 1

GetNext, 46

GIF, 23

Graph, 18, 37

Group, 16

Groups, 15

Help, 27

Hide, 23

hierarchical view, 18

highlightColor, 27

ICMP, 26
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Ignore, 31

Interfaces, 18

IP address, 58

iso, 48

landscape, 40

leaf node, 46

license, 29

List, 65

Load, 27

Locate, 22, 54

Locating Objects, 22

Logging, 38, 40

Logical Network Object, 15, 51

lowerBound, 77

Mail, 44, 53

MAILCMD, 7, 44

Management Information Base, 1

management system, 1

manager, 1

Mask, 31

maxPollIntervall, 77

MAXSNMPSOC ET, 8

Menu bar, 3

MIB, 1

MIB Browser, 37, 46

MIB description, 34

MIB tree, 34

mib-2, 34

mib.txt, 6

MIBDIR, 6

MIBFILES, 6

Miscellaneus con�gurations, 74

Modify, 18

mouse buttons, 3

Moving objects, 20

Multiple deletes, 20

name server, 14

nesting of logical network objects, 15

NETE EDIR, 6

netpoll, 2

NETTIME, 8

Network Explorator, 29

Networks area, 29

New, 26

Next, 27

Notes, 68

noti�cation, 69, 71

Notify, 69

null object, 50

Object area, 29

Object Identi�er, 34, 47

Object Identi�ers, 36

Output queues, 72

Owner, 44, 53

Party, 17

PATH, 6

Physical Network Object, 15, 51

Polling Interval slider, 37

polling rate, 37

POLLTIME, 8

Pop Up Menu, 18

portrait, 40

pre-edited problems, 63

Previous, 27

Print, 44

print, 70

Priority, 44, 53, 63

priorityHighColor, 77

priorityLowColor, 77

priorityNormalColor, 77

Private Mib, 36

private.entreprises, 34

Problem Dialog, 63

Pull Down Menu, 3

uery, 18

queue, 74

queues, 72

uit, 24

relative mode, 39

REPORTCMD, 7, 70

Resetting Counters, 27

Retry Request, 47

RFC-1155, 2
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root, 36

schema, 78

Scope, 63

Scopes, 44, 53

Select All, 29

services, 78

Set, 46

set, 1

Show, 18, 23

SMI, 2

SNMP, 1

snmp agent, 46

SNMP GET, 18

SNMP GETNEXT, 18

SNMP SET, 18

SNMP Traps, 27

SNMP walk, 47

SnmpMon, 76

snmpplot, 2

snmpquery, 2

snmptrapd, 2

Start time, 58

Status, 38, 63

Status Line, 26

statusAlertColor, 76

statusIcmpColor, 76

statusNormalColor, 76

statusSnmpDownColor, 76

statusSnmpUpColor, 76

statusUnknownColor, 76

statusWarningColor, 76

Stop time, 58

Structure Of Management Information, 2

subnetmask, 31

Switch, 41

Telnet, 18

Thresholds, 42

Ticket, 44, 53

Ticket Number, 63

time interval, 58

Time Out Request, 47

Tools, 58

transition matrix, 43, 51

TRap, 76

trap, 1

Trap uery tool, 58

trap type, 58

Traps, 27

traps, 54

trigger, 42

TRouble, 76

Trouble Ticket, 61

Trouble Ticket button box, 61

tt, 2

Type, 44, 53, 63

Ungroup, 18

upperBound, 76

Value, 38

valueBackground, 76

valueForeground, 76

valueLength, 77

variable types, 48

version, 27

Warning, 27

Warning threshold, 39, 42

XAPPLRESDIR, 6

Xcon�g, 5

XEvent, 76

xevent, 2
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